Nutanix Frame Government Ports/Protocols
Public Cloud
FGA 8 + FRP8 (WebRTC)

Source to Destination Source IP address Destination FQDN(S) Protocol:port

Workload VMs to Frame Platform Public IP address downloads.frame.nutanix.us tcp/443 (HTTPS)
. downloads.console.nutanix.us
. gateway-external-api-prod.frame.nutanix.us
. gateway-external-api.console.nutanix.us
. img.frame.nutanix.us
. img.console.nutanix.us
. prod-kds-fdfdf2b8a260f60d936c¢.s3.fips.us-gov-west-
l.amazonaws.com
. prod-sup-fdfdf2b8a260f60d936c¢.s3-fips.us-gov-west-
l.amazonaws.com

. cch-prod.frame.nutanix.us
. cch.console.nutanix.us
. messaging.console.nutanix.us

tcp/443 (HTTPS, WSS)

. stun.console.nutanix.us udp/3478

End user to Frame Platform Public IP address . frame.nutanix.us
. console.nutanix.us
. assets.console.nutanix.us
. cpanel-backend-prod.frame.nutanix.us
. cpanel-backend.console.nutanix.us
. downloads.frame.nutanix.us
. downloads.console.nutanix.us
. img.frame.nutanix.us
. img.console.nutanix.us
. terminal-prod.frame.nutanix.us
. terminal.console.nutanix.us
. login.frame.nutanix.us (for Frame IdP, if used)
. login.console.nutanix.us (for Frame IdP, if used)

tcp/443 (HTTPS)

. messaging.console.nutanix.us tcp/443 (HTTPS, WSS)

End user to Workload VM Public IP address . * nutanixframe.us resolving to public IP address udp/4503-4509

Notes:
1. This includes all protocol/ports needed for Frame-managed workloads on AWS/Azure/GCP.



